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Fraud and Corruption Control during
Pandemic response (COVID-19)
The COVID-19 global pandemic has fundamentally altered the
manner in which organisations operate, engage with their customers
and manage their staﬀ. Contract relationships have been aﬀected or
dissolved, staﬀ have been made redundant and incomes have
declined across the board. The uptake of the Australian
Commonwealth Governments “Job Keeper” program is testimony to
this fact.
Pandemic is unlike any other significant event impacting business
such as a fire, flood or cyber-attack. Whilst I do not, in this article,
seek to examine the benefits and/or associated costs to
organisations of Business Continuity Programs, in these instances
the event itself generally impacts only a single organisation leaving
suppliers, vendors and customers relatively unscathed. Pandemic
issues have no borders and unilaterally impact the supply chain and
customers based across multiple sectors.
So, what does pandemic response have to do with fraud and
corruption control for organisations? In order to examine the
relationships involved it is necessary to firstly understand the basic
psychological and organisational drivers of fraud and corruption and
apply them to the current decentralised and online model of
operations.

What drives fraud and corruption (Pre-Pandemic Conditions)?
Over the years significant research has been conducted by scholars
seeking to answer the question “What motivates people to commit
fraud and corruption?” It is a complex discussion. However, those
scholars largely agree that there are three (3) primary drivers or
motivations that lead to the commission of fraud and corruption and
which is referred to as the Fraud Triangle. The term fraud triangle
originated from the work of American sociologist Donald R. Cressey
who worked in the fields of criminology and white-collar crime.
Cressey made the following statement:
Trusted persons become trust violators when they conceive of
themselves as having a financial problem which is nonshareable, are aware this problem can be secretly resolved by
violation of the position of financial trust, and are able to
apply to their own conduct in that situation verbalizations
which enable them to adjust their conceptions of themselves
as trusted persons with their conceptions of themselves as
users of the entrusted funds or property (Donald R. Cressey,
Other People's Money (Montclair: Patterson Smith, 1973) p. 30.
The fraud triangle as proposed by Cressey is represented by the
following Diagram 1:

and Ethics) and “pressures” through reward and recognition
processes.
Organisations seek to understand their individual fraud and
corruption risk profile through the completion of fraud and
corruption control risk and controls assessment. A one size fits all
approach is not suﬃcient and whilst models can be applied, they
should not be applied as generic models without customisation and
contextualisation in consideration of the organisation, its structure
and operations.

Diagram 1 - Fraud Triangle

Therefore, successful completion of a fraud or corruption incident
is reliant upon the presence of the above three factors. The
“Opportunity” and “Rationalisation” elements can be controlled
through the application of business controls as these are internally
focussed elements. The “Pressure” element is an external element
which is largely out of the control of business and is largely a
personal element (i.e. relationship breakdowns, gambling
addictions). Ordinarily, businesses through the application of fraud
and corruption control frameworks such as the AS8001 – Fraud
and Corruption Control standard, seek to restrict the
“opportunity” for the commission of fraud through internal
controls (i.e. financial monitoring), “rationalisation” through
deterrent measures and strong leadership (i.e. Codes of Conduct

How has the pandemic response by Government and
o rg a n i s at i o n s c h a n ge d t h e m a n n e r i n w h i c h m a ny
organisations operate and how does this alter the fraud and
corruption risk profile of those organisations?
The response of the Australian Federal and State Governments to
the threat and spread of COVID-19 has impacted organisations
standard models of operation and supply chains in unprecedented
ways. Organisations throughout the entire supply chain have been
impacted to various extents from reduction in customer orders
and sales through to reductions in supply of products and raw
materials. Non-essential projects have been cancelled or placed on
hold due to a loss of income and resources despite that those
projects may have the capacity to improve business operations
when normal operations recommence.

Of particular concern from the Fraud and Corruption perspective
is the loss of human resources that drive the complex governance
and monitoring processes in daily operations (i.e. financial and
ethical controls) and the decentralised model of operations. Both
of these elements when lost or otherwise not operating at capacity
increase the risk of fraud and corruption by increasing the
opportunity for acts of fraud and corruption by staﬀ and vendors /
suppliers. This is coupled with a time where staﬀ are likely to
become personally financially constrained due to increased
unemployment or reduction in standard work hours.
The restrictions imposed by Government requiring forced
isolation, inability to travel for business, closure of borders,
increased social distancing along with a genuine fear of contracting
the virus are driving an environment where normal methods of
operating are being impacted. In a drive for continued sales and
cost reduction strategies, governance processes and the
management of traditional risk areas suﬀer a loss of focus and this
presents an opportunity for the astute fraudster to not only
commit acts of fraud and corruption but rationalise the behaviour
citing the COVID-19 threat as a contributing factor. Senior
Management and Boards are not fully focussed on strong
governance when sales, income, costs and staﬀ retention become
the pressing priority.
The model of business operations has had to fundamentally change
from a face to face model of traditional business to an online,
disconnected and decentralised structure. This has also had to be
implemented by many businesses in a short space of time due to a
lack or untested Business Continuity processes which has resulted
in a somewhat ad-hoc implementation. Whilst, the vast majority of

employees and vendors are ethical and honest, there remains an
increased vulnerability for organisations by those who may seek to
take advantage of diminished controls and oversight.
What are the key areas where fraud and corruption risks may
be experienced during the pandemic?
It is our experience that the operational areas that are likely to
face an increased risk of fraud and corruption in the pandemic
environment as a result of diminished oversight and monitoring are
the following:
Financial Expenditure – Financial monitoring controls
surrounding expenditure in particular on organisational credit
cards but also the use of other forms of payment outside
standard procurement such as store credits and pre-paid
purchase cards. In times of increasing financial pressure for
employees there is the propensity to make personal purchases
using business funding sources and this can go unnoticed without
adequate monitoring. There is a continued requirement to
ensure the legitimacy of any purchase receipts and to monitor
the state of lines of credit and store credit accounts for unusual
transaction activity. Finally, the vendor master records must be
monitored to avoid a situation in which a ghost vendor is created,
or a situation is created where an individual has access to submit
and approve expenditure without validation.

Payroll Management – Payroll is a significant line item in any
organisations bottom line and those with access and privileges to
alter and change the master payment files must be appropriately
monitored. Timesheets, leave applications and the creation of
new employees are key control areas of focus for supervisors. In
particular issues such as the creation of ghost employees,
overtime claims and failure to submit accurate leave applications
will impact the organisation and its financial position.
Secondary Employment – This particular category is more
relevant to the public sector than corporates however, there is
potential during times of pandemic stress for employees to
breach their ethical obligations through engagement in
secondary unapproved employment that is in direct conflict to
their substantive roles. While no employer should negate the
ability of an employee to gain further employment, particularly if
work hours are reduced, the approval processes should be
retained to ensure that an unmanaged or unapproved conflict of
interest condition does not result that may impact the
organisation in the short, medium, or long term.
Procurement / Tendering / Contract Management – During the
current pandemic it is unlikely that organisations will be
conducting large procurements or tender processes however, if
this does need to occur the continuation of suitable validation
and independence monitoring must be adopted. If the controls
around procurement and tendering processes are relaxed during
the period of the pandemic there is potential for inappropriate
awarding of contracts, potential for collusive behaviours and
nepotism. Risks associated with these functions include but are
not limited to the requirement to conduct emergency

procurements, direct negotiation actions and variations to
contracts.
Misuse of Resources – In many cases staﬀ will be required to
operate from a home oﬃce environment and in doing so have
access to organisational equipment and resources. During these
periods there is a potential for an increased risk of misuse of
resources for personal gain, private business or other
unauthorised purpose. Organisations need to keep full and
complete tracking of their assets (i.e. computers) that may be
removed from oﬃce environments, or purchased for home use,
to ensure they are utilised for oﬃcial business purposes.
External Threat Landscape - Cyber Security Intrusion Fraud
The transfer to a business environment, which for many
organisations includes a significant use and focus on online
systems, leads to an increase in external risk factors posed by
cyber security attacks and social engineering. There may be an
increased risk of staﬀ being targeted in social engineering attacks
in attempts to illicit usernames and passwords or illicit the
creation of a ghost vendor.
At the physical security level there is also a consideration
regarding the use of business equipment from the home oﬃce,
such as processes to be adopted for the secure disposal of printed
copies and security of confidential information stored at home
premises. The use of home networks are not expected to be as
secure as the oﬃce networks due to the potential for other
uncontrolled personal systems being introduced on the same
network.

The use of secure remote access technologies for business
systems is essential especially if personal computers outside
control of the organisation are being utilised to connect to
corporate systems. Reminders should also be communicated to
staﬀ to be aware of email and phone contacts purporting to be
from IT or other senior members of the business and that a level of
professional scepticism needs to be applied.
How do I implement eﬀective monitoring and controls to
mitigate fraud and corruption in the current decentralised
environment?
It is my view that the key to eﬀective control monitoring to
mitigate the increased risk of fraud and corruption during the
current pandemic is based on eﬀective communication with staﬀ,
vendors, suppliers and customers. Most of the controls currently
implemented in the organisations environment can be continued at
a base level remotely through the use of systems and regular
communication.
Ensure that all key risk areas are subject to secondary approvals
or checking mechanisms. Where practical and available establish
alerts within IT systems, if not already enabled, for changes to
vendor, payment and employee master data that could be utilised
to move funds out of the business. Review procurement to
payment processes and the current allocation of access in financial
systems to ensure that no one individual can procure and approve
a transaction. Ensure that any new recruitment processes are
managed appropriately and that an approval layer in payroll exists
to remove the risk of the establishment of ghost accounts.

Management need to focus their time to ensure controls within
their respective areas of authority are operating eﬀectively. A key
driver of fraud is the rationalisation component which can be
eﬀectively managed through active communication with staﬀ and
understanding the pressures that your staﬀ are facing.
Organisations without dedicated resources in the risk
management, governance and compliance space have potentially
not adequately considered, assessed and re-evaluated the fraud
and corruption risks associated with the decentralised
management model. It is imperative to ensure that you and your
organisation fully understand the impact of the pandemic on your
operations from the fraud and corruption perspective and what
better way to understand this than through engagement with your
team and the re-performance of your Fraud and Corruption Risk
Assessment and altering your Fraud and Corruption Control
Strategy to meet the current risk environment.
.
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