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Business Continuity Management 101
Note: This is the third paper in our business series designed to
provide thoughts on the issue of Business Continuity Management.
The article is a foundational level article upon which we will build
technical detail in future articles on the design and implementation
of eﬀective Business Continuity Programs and Frameworks.
An organisations capacity and capability to respond to a significant
business disruption event is what sets apart that organisation from
its colleagues and competitors and is the determinant in whether
the organisation fails during a disruption and ceases to operate or is
one that rises to the challenge and finds opportunity from adversity.
Coronavirus has impacted organisations across the global to
reinvent their operational models in unprecedented ways and those
that have succeeded best are those that invested time, money and
knowledge in preparation for an event that forced such an operating
change. Many who did have functional Business Continuity Programs
were focussed on specific types of events (i.e. fire, floods) without a
thought for the unilateral impact of the entire supply chain for their
organisation. Pandemic has made many organisations rethink and
redesign their response approaches as the true impacts of the
Coronavirus became apparent.
What is Business Continuity Management?
Before examining the general structure of a Business Continuity
Program and its relative components it is essential to gain an
understanding of exactly what is and is not a Business Continuity
Program. In our experience as consultants this question is poorly

answered at the best of times due to the interrelation of multiple
disciplines. While varying definitions exist for what constitutes
“Business Continuity”, industry recognised guidelines such as
ISO22301:2019 – Security and resilience — Business continuity
management systems — Requirements provides the following
generally accepted definition:
“the capability of an organisation to continue the delivery of
products and services within acceptable time frames at
predefined capacity during a disruption” (See Footnote 1)
Therefore, Business Continuity Management is the disciplines
associated with the capability of the organisation to continue the
delivery of its services and products to its customers within
timeframes that are acceptable and at a “predefined capacity”
during a disruption event. The core elements of the definition in our
minds are “capability”, “continue”, “acceptable” and “predefined” all
of which related to a pre-emptive planning and tested function that
can be implemented in the event of a significant disruption
Structure of Business Continuity Management Programs
There is no single structure that will suit all organisations to meet
their individual organisational response capability and any program
must be contextualised for the operational environment of the
organisation. However, there are a number of core primary elements
that are applicable across organisational boundaries.

The framework depicted at the commencement of this article is
the clear and comprehensive implementation framework designed
and proposed by Vestinex to assist clients to design and develop
their Business Continuity Management frameworks and has been in
operational existence since 2016.
There are others designed by many other consulting organisations
to varying levels of granularity and clarity. Regardless of the
framework ultimately selected by an organisation the core
principles to be established are consistent and include:
Detailed understanding of the threats and risks, both internal
and external, to the organisation including the impact to the
organisation from a loss of resources and functions over time;
Establishment of governance processes implemented in policy
and procedural controls;
Defining the organisations strategies, expected outcomes
associated with a response to disruptions in a controlled and
eﬃcient manner;
Implementation of plans and protocols covering the initial
emergency response, recovery operations and the return to
normal operations; and
Ability to test, validate and restructure plans and protocols as
suitable for the response and to train staﬀ in the execution and
management of the plan.

The model above is structured to be completed from the centre
outward resulting in the creation of documentation supporting the
Business Continuity Management Program and culminating in the
establishment of continuous monitoring and review. The model is
centred on the identification and assessment of realistic threats
and risks to the organisation without which the true impact of a
disruption aﬀecting resources and functions cannot be adequately
assessed. The stages below further describe what in my view
should be the minimum acceptable areas and process
requirements in the preparation of a defensible and well managed
Business Continuity Management Framework.
Stage 1: Threats & Risks (including Business Impact Analysis)
This stage of the process is one of the most critical and consists of
two core elements in the management of Business Continuity for
an organisation. The first being the formal assessment of threats
and risks to the organisation, both internal and external to the
organisation. In many cases, organisations limit this assessment to
the core four (4) Loss of Facilities, Data, Information Systems and
Staﬀ which is fine for planning scenarios but is insuﬃcient for a full
and complete assessment of risks that could impact the
organisation during a disruption event, or those that could be the
root cause of a disruption event. The threat and risk assessment
should be a completed covering all of the possible risk events that
could impact an organisations operation and create a significant
disruption requiring and activation of the organisations Business
Continuity and recovery processes. This should be completed in
alignment with the organisations Enterprise Risk Management
processes and not as a separate and distinct assessment and must
consider the organisations risk appetite and tolerance levels. .

Having established the extent of credible threats and risks to the
organisation and its operations it is imperative to assess the
impact that a loss of resources and functions would have on an
organisations service or product delivery over time. The process
by which this occurs is referred to as Business Impact Analysis
(BIA). The purpose of the Business Impact Assessment is to
identify over various timeframes (1, 3, 7, 14 days etc.) the true
extent of any loss to the business as a result of the outage. This
process assists the organisation to identify those processes,
functions and resources that are critical to the continuation of its
operations and to prioritise those resources in order of significant
impact. The BIA also requires the identification of all Physical,
Technology and Human Resources that are critical to the
continuation of the function. The determination of the BIA
timeframes allows an organisation to determine key time periods
for each function which are the following and defined in
ISO22301:2019 as:
1. Maximum Tolerable Period of Disruption (MTPD) – “the time
frame within which the impacts of not resuming activities would
become unacceptable to the organisation”
2. Recovery Time Objective (RTO) – “time identified for resuming
disrupted activities at a specifi ed minimum acceptable
capacity”.
Note: The MTPD is sometimes referred to as the Maximum
Acceptable / Allowable Outage (MAO).
There are a number of elements to understand in the conduct of a
Business Impact Analysis which are detailed and will be subject to

further examination in a future article. For the time being, however,
it is suﬃcient to understand what Business Impact Analysis is and
its relationship to the entire Business Continuity Management
process.
Stage 2: Governance and Policy
Continuing with our framework the next key element required to
be developed and implemented by organisation is the Business
Continuity Steering Committee and Policy which is designed to
control and governance the functions of Business Continuity and
its implementation across the organisation.
The overall governance of the Business Continuity Management
process should be subject to appropriate oversight and controlled
by a Steering Committee established out of the Senior Executive.
The primary role for this committee should be the ongoing
management and control of the process but not necessarily its
implementation which can be delegated to a Business Continuity
Coordinator role reporting to the Steering Committee.
This Steering Committee should have suﬃcient authority to
establish and define the parameters of the program, the frequency
of update and monitors and be able to make key decisions relevant
to the implementation of the program. Consultation should also
involve the Internal Audit and Risk functions to ensure the risk level
assigned is appropriate. The purpose of the committee and
program is to build organisational resilience and capacity and to
ensure a clear understanding and awareness of the processes to be
implemented in any response to a significant disruption.

The Business Continuity Policy is the overarching direction from an
organisations senior management and shall include (as per
ISO22301:2019) a policy that:

whole. The strategy should also consider the provision and
frequency of Business Continuity Response Training and
Awareness and the frequency, type and assessment of testing
exercises.

is appropriate to the purpose of the organisation;
Stage 4: Plan, Document and Deploy
provides a framework for setting business continuity
objectives;
includes a commitment to satisfy applicable requirements;
includes a commitment to continual improvement of the
Business Continuity Management System (BCMS).
The Business Continuity Policy requires firm commitment from
senior management to supporting the process, must be well
communicated and available to staﬀ and other stakeholders. The
policy must also define clear roles and responsibilities for the
maintenance, monitoring and management of the Business
Continuity function.
Stage 3: Strategy and Direction
Having established the guiding principles of Business Continuity for
the organisation there is some benefit in defining and documenting
the Business Continuity Strategy. This strategy should define
overall direction of Business Continuity and Disaster Recovery for
the organisation, its linkages to Emergency Management and IT
Disaster Recovery and define suitable monitoring and management
metrics to assess the overall performance of the program as a

Taking the results of the Business Impact Analysis organisations
should define the key strategies of response and recovery in a
series of plans designed to control, respond and recover from the
disruption incident. The key plans and their purpose are
summarised below and will be the subject of further detailed
articles at a later date.
Emergency Response Plan – The Emergency Response plan
for an organisation is the guiding plan for the response to any
initial incident aﬀecting people and property. It is a plan
purely designed for the safety and security or an
organisations staﬀ and visitors and includes items such as
Evacuation, Engagement with Emergency Services and
Building Management. It is likely that this plan for most
corporate entities will be prepared by the Building Manager
a n d t h e o rga n i s at i o n s h o u l d s i m p l y ad o p t t h o s e
requirements. The manner in which evacuations and
emergency responses and the legislative requirements need
to be considered by the organisation and the allocation of
positions such as First Aid Oﬃcer and Fire Wardens are
included in this plan.

Crisis Management Plan – Crisis Management is the
function of the Crisis Management Team (CMT) and exists to
actively manage the organisations response to a disruption
event. The guiding plan utilised by the Crisis Management
Team is the Crisis Management Plan and is the high-level
control plan to coordinate the response to the disruption. It
includes elements such as the Communication Protocol, the
activation processes, the decision logs, the establishment of
the logistics function, the reporting and media management
and the deactivation to normal operations process. The
Crisis Management Plan does not detail the recovery steps
for each individual function. A snapshot of the BIA can be
included in this plan along with the resource requirements to
allow the Crisis Management Team to make critical decisions
in relation to organisational losses and where to utilise finite
resources to recover business operations within the
timeframes established in the BIA.
Business Recovery / Continuity Plan – Business Recovery
of Business Continuity Plan are the plans containing the step
by step processes and considerations to be made by recovery
teams to re-establish their individual business functions.
These plans include the detailed recovery steps and
information required to recover and re-establish the
organisations critical business functions. The activation of
these plans is the responsibility of the Crisis Management
Team and there is a cost associated with the activation of
Business Continuity process that may not be ultimately
required. These plans should expand on the strategies
developed in the Business Continuity Strategy and should be
clear, concise, understandable and actionable. Any internal

and external resources must be available or a suitable
alternative identified. These plans must also include the
roadmap to normal operations, the reporting structures and
the closure of interim processes or functions that were
established as part of the initial response.
IT Disaster Recovery Plan – The Information Technology
Disaster Recovery Plan is a plan specific to the operations of
the Information Technology function and includes the detailed
technical steps and procedures required to recover and
administer recovery platforms to support business recovery
operations. This includes the activation of the IT Disaster
Recovery site and systems, reloading where applicable of
backup data, reconfiguration of systems etc. This is not a
plan for the recovery of standard Information Technology
functions such as the Service Desk, Development etc. as
these are covered in the IT Business Recovery Planning
documents.
It is critical that at the closure of the recovery eﬀort once
functions have returned to normal operations that suﬃcient
data and evidence exists of the decisions made during the
crisis and recovery functions so that lessons learnt can be
translated to updated plans and procedures for areas where
the plans did not suﬃciently cover the event. In the most
serious of cases where the event results in staﬀ deaths or
other serious injuries these may also be required for coronial
or other criminal or civil legal matters.

Stage 5: Test, Rectify, Monitor and Review
Outside the current operational Coronavirus environment which
has eﬀectively negated the need to conduct testing due to actual
activations there is a need for organisations to conduct annual
testing of their response planning arrangements. This testing and
review phase is a core requirement for organisations to ensure
that the planning arrangements are suitable and useable in the
event of an activation. There are a number of diﬀerent styles of
testing available to organisations from Desktop Scenario testing
through to full activation. In either case suﬃcient data should be
captured to enabled update and upgrade of planning
arrangements. In respect of monitoring of the program a suitable
senior level executive should be assigned the responsibility for the
maintenance and monitoring of the program the status of which
should be routinely reported to management and the board.
Additional Element - Pandemic Considerations
Prior to the Coronavirus pandemic gaining hold across the globe a
number of organisations limited their Business Continuity
Management programs to a response model designed purely at the
loss of their business functions and premises. Under these models
the individual business is impacted, however its customers and
suppliers remain unaﬀected. So, what changes under a pandemic
environment?
Significant increase in Federal and State government
regulation and oversight and restriction on movement;

Inability to operate from normal business premises and
requirement to adopt a Working From Home model of flexible
working;
Significant loss of customers and revenues and higher
unemployment;
Continuation of normal costs in the absence of revenue
production;
Significant diﬃculties in access to supplier products and raw
materials as inputs; and
Lower sales of productions and services.
The significant diﬀerence with pandemic from other incidents is
that pandemic directly targets the staﬀ and human factor of
organisations across the entire supply chain and not a single
business. On this basis organisations must be prepared for the fact
that their outsourced suppliers, who are also impacted, may not
place priority on your organisations due to their capacity to deliver.
In order to eﬀectively combat this risk, proper co-ordination is
required with key outsourced partners. Arrangements and
protocols must be implemented as part of preparedness planning
to ensure a minimum capacity of services and/or products are
received. This may involve the engagement of secondary backup
suppliers and certainly will require active communication with
customers.

Conclusion
It is true to say that there is no one standard model for the
development, activation and management of an appropriate
Business Continuity Framework. Organisations are diﬀerent, have
diﬀerent operational models, diﬀerent supply chains and ultimately
the model chosen must fit the organisation and be contextualised.
However, the above elements are industry recognised across all
organisations and the absence of an eﬀective Business Continuity
Management Framework places any organisation at a significant
disadvantage against its competitors.
_______________________________________________________________________
Footnote:
1: https://www.iso.org/obp/ui#iso:std:iso:22301:ed-2:v1:en
- ISO 22301:2019(en)
Security and resilience — Business continuity management systems — Requirements
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